Data Protection Policy
1.

Purpose

Wildwood Ecology Limited (the ‘Company’) is committed to being transparent about how it collects and
uses personal data relating to its employees, subcontractors, volunteers and clients, and to meeting its
data protection obligations.
This policy sets out the Company’s commitment to data protection and individual rights and obligations
in relation to the personal data of staff, subcontractors, volunteers and clients or other personal data
processed for business purposes.
The Company has appointed Richard Dodd as the person with responsibility for data protection
compliance within the organisation. He can be contacted at rdodd@wildwoodecology.com and any
questions regarding this policy, or requests for further information should be directed to him.

2.

Scope

This policy applies to all employees, subcontractors, volunteers and clients and their agents of
Wildwood Ecology Limited, or to others whose personal data may be processed by the Company for
business purposes.
The wording in this policy reflects the requirements of the General Data Protection Regulation (GDPR)
which became effective in the UK on 25 May 2018.
Further details and clarification regarding all aspects of this policy can be found on the Information
Commissioners Office (ICO) web site at www.ico.org.uk.

3.

Definitions
•
•
•

•

Personal Data – any information relating to a living individual who can be identified from that
information
Processing – any use that is made of data including collecting, storing, amending, disclosing or
destroying it
Special Categories of Personal Data – information pertaining to an individuals racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade union membership, health, sex
life or sexual orientation, biometric data
Criminal Records Data – information relating to an individual’s criminal convictions and
offences and information relating to criminal allegations and proceedings
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4.

Data Protection Principles

The Company processes personal data in accordance with the following data protection principles:
a. Personal data is processed lawfully, fairly and in a transparent manner
b. Personal data is only collected for specified, explicit and legitimate purposes
c. The Company processes personal data only where it is adequate, relevant and limited to
what is necessary for the purposes of processing
d. The Company keeps accurate personal data and takes all reasonable steps to ensure that
inaccurate personal data is rectified or deleted without delay
e. Personal data is only kept for the period necessary for processing
f. Appropriate measures are in place to make sure that personal data is secure and protected
against unauthorised or unlawful processing, accidental loss, destruction or damage.
The Company tells individuals the reasons for processing their personal data, how it will be used and
the legal basis for processing in its privacy notice. It will not process the personal data of individuals for
any other reason. Where the Company relies on its legitimate interests as the basis for processing data
it will carry out an assessment to ensure that those interests are not overridden by the rights and
freedoms of individuals.
When informed by the individual that information is inaccurate or has changed the Company will
update it promptly.
Personal information may be held as hard copy, electronic format or within the Company’s computer
system as appropriate. Information will be held for as long as is necessary to comply with legal and/or
business requirements. A copy of the Company’s retention document is included under Addendum A
of this policy.

5.

Individual Rights

Data subjects have a number of rights in relation to the personal data relating to them which may be
held by the Company.
5.1 The Right to be Informed
Individuals have the right to know why and how their personal data is being processed. The
Company has a privacy notice which is available on its website. It also provides information
and a consent option as part of its information gathering forms. Where information is
obtained from other sources individuals will be supplied with a copy of the privacy notice as
soon as is reasonably possible and no later than one month from the Company obtaining the
data. A copy of the Company’s privacy notice is contained within Addendum B of this policy.
5.2 The Right of Access
Individuals have the right to access their personal data and any supplementary information
held by the Company.
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Requests for information should be made by email or in writing to the Company, full details
are contained within our privacy notice. The Company reserves the right to contact the
individual in order to verify their identity before supplying any information.
Where the request has been made electronically the information will be supplied in an
electronic format unless otherwise requested.
Information will be supplied free of charge; however, the Company reserves the right to
charge a fee based on the administrative costs incurred where additional copies of the
information is requested or where the request is excessive or repetitive.
Information will be provided as soon as is reasonably possible and within one month of
receipt of the request at the latest. However, the Company reserves the right to extend this
period by a further two months should the request prove complex or numerous. In these
circumstances the Company will inform the individual within one month of receipt of the
request and will explain why the extension is necessary.
Where the request is manifestly unfounded or excessive the Company may refuse to respond.
In such cases it will contact the individual to explain its decision and inform them of their right
to complain to the Information Commissioners Office.
5.3 The Right to Rectification
Individuals have the right to have their information corrected if they believe it is factually
inaccurate. Requests for rectification of information may be made verbally or in writing and
the Company reserves the right to verify the identity of the individual if deemed necessary.
Where possible requests should be made by email to rdodd@wildwoodecology.com
Any changes requested will be made free of charge and as soon as is reasonably possible, at
the latest within one month of the date of the request.
Where the Company believes that the request is unfounded it reserves the right to refuse to
make any changes to information. In such cases it will contact the individual to explain its
decision and inform them of their right to complain to the Information Commissioners Office.
Where information has been disclosed to a third party (i.e. HMRC) the Company will inform
them of the changes made to any information held.
5.4 The Right of Erasure (the right to be forgotten)
Individuals have the right to request that personal data is erased. Requests for erasure may
be made verbally or in writing and the Company reserves the right to verify the identity of the
individual if deemed necessary. Where possible requests should be made by email to
rdodd@wildwoodecology.com
The right to erasure is only valid in certain circumstances. Where a request for erasure of
information is made the Company will consider the request and will inform the individual of
its decision as soon as is reasonably possible. Where the request is accepted information will
be deleted free of charge and within one month of the date of the request. Where the
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request is not accepted the Company will inform the individual of its decision and of their
right to complain to the Information Commissioners Office within one month of the date of
the request.
5.5 The Right of Restriction of Processing
In certain circumstances individuals have the right to stop the Company processing their
personal data, for example when contesting the accuracy of their data.
During any period of restriction, the Company will continue to hold data but will not use it
until the restriction has been lifted.
5.6 The Right to Data Portability
Individuals have the right to obtain and reuse their personal data for their own purposes. The
right applies:
•
•
•

To personal data you have provided to a controller
Where the processing is based on your consent or for the performance of a contract,
and
Where processing is carried out by automated means

Information will be supplied free of charge in a commonly used format.
5.7

The Right to Object
Individuals have the right to object to the processing of their personal data for several
reasons. Should you wish to object to the processing of your data please contact
rdodd@wildwoodecology.com.

6.

Security

The Company takes the issue of data security very seriously and works to maintain the GDPR’s ‘security
principle’ at all times. The Company has:
•

secure business premises with access restricted to key holders as necessary

•

Secure cabinets for storage of paper files with access restricted to keyholders as necessary

•

Password protected electronic devices

•

Encryption, firewalls and anti-virus software installed and/or used as necessary to ensure
confidentiality and integrity is maintained

Data is audited on a regular basis and out of date information is deleted from IT systems and/or
shredded as appropriate.
The Company understands its obligations with regard to any breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to, personal
data and has an internal policy to deal with such instances should they occur
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Addendum A
Data Retention Periods
Wildwood Ecology Limited has carried out and information audit and for the purposes of this
policy will retain information in line with the data retention periods stated below:
Recruitment paperwork including, but not
restricted to, CVs, application forms,
interview notes (for unsuccessful
candidates)
Paperwork relating to payroll including
HMRC records
Company and accounting paperwork
Quotations and tender documents issued
and not accepted
Supplier details
Subcontractor records
Volunteer records

12 months from the date of application or
interview whichever is later. (Paperwork
pertaining to successful candidates will be
transferred to the personnel files)
6 years after the end of the financial year to
which they relate
6 years from the end of the last company
financial year they relate to
12 months from the expiry date of the
quotation/tender
6 years after the end of the financial year to
which they relate
12 months from the date of receipt
12 months after the final working date

If you have any queries relating to data retention, please contact us at info@wildwoodecology.com
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Addendum B
Privacy Notice (Website)
Wildwood Ecology Limited is committed to protecting the privacy of those who entrust us
with their personal information and strive to comply with all relevant legislation with regard
to Data Protection.
This Privacy Notice explains how Wildwood Ecology Limited will use any personal information we
collect about you when you use this website.
How we collect information
We collect information about you when you request further information about our services or
voluntarily complete one of our registration forms or participate in any survey which may be live on
our website.
How we use information
We collect information about you in order to provide you with quotations or further information
about our services, or to register you on our list of approved subcontractors or volunteers.
If you agree, we may contact you by email or in writing to let you know about other services which
may be of interest to you.
Wildwood Ecology Limited will never share or sell your information with any other third parties
without your consent or in order to comply with a legal obligation.
Marketing
We would like to send you information about other services we provide which may be of interest to
you. If you have consented to receive such information you may opt out at a later date.
If you no longer wish to be contacted for marketing purposes, please email
info@wildwoodecology.com
Accessing and correcting information
You have the right to request a copy of the information that we hold about you. If you would to
exercise this right, please email mparker@wildwoodecology.com or write to us at the following
address:
Queen Anne House
66 Cricklade Street
Cirencester
Glos FL7 1JN
We want to make sure that your personal information is accurate and up to date. You may ask us to
correct or remove information you think is inaccurate.
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Cookies
Cookies are text files placed on your computer to collect standard internet log information and visitor
behaviour information which is used to track visitor use of the website and to compile statistical
reports on website activity.
You can set your browser not to accept cookies and the website www.aboutcookies.org explains how
you can remove them from your browser. However, in a few cases some of our website features may
not function as a result.
Changes to our privacy notice
We keep this privacy notice under review and will place any updates on our News Page as necessary.
This notice was last updated 16.05.2018.
Data Protection Policy
Our full data protection policy can be found on our website.
How to contact us
Please contact us if you have any questions regarding our privacy notice or data protection policy, or
about the information we hold about you:
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•

By email:

info@wildwoodecology.com

•

By post:

Queen Anne House
66 Cricklade Street
Cirencester
Gloucestershire, GL7 1JN

•

By telephone:

01285 610145
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